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(#) OWASP Cheat Sheet Series # Q Search

Cheatsheet

OS Command Injection Defense
PHP Configuration This cheatsheet describes the best current security practices for OAuth 2.0 as derived from its

RFC. OAuth became the standard for API protection and the basis for federated login using

Password Storage

Pinning OpenlID Connect. OpenlD Connect 1.0 is a simple identity layer on top of the OAuth 2.0 protocol.

. , It enables clients to verify the identity of the end user based on the authentication performed by
Prototype Pollution Prevention

. an authorization server, as well as to obtain basic profile information about the end user in an
Query Parameterization ' .
interoperable and REST-like manner.
REST Assessment
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Introduction

# Introduction Description

Our Digital Asset Data REST APl is a reliable, accurate, and efficient tool in the digital asset industry. We've combined our rich
legacy of crypto data ingestion and processing (we've been doing this since January 2013) with state-of-the-art technology to
provide you with seamless access to the world of digital assets. Whether you're an institutional investor, an emerging startup, or a

tech enthusiast, our APl serves as your trusted guide in the ever-evolving digital asset space.

Furthermore, our dedication to security and data integrity is paramount. We're proud to be ISO 27001 certified, reflecting our
commitment to implementing the highest international standards of information security. This certification underscores our

dedication to proper processes and safeguarding of data, offering you an additional layer of confidence and trust in our services.

## Highlighted Features and Offerings:

Every aspect of our API, from rate limiting based on calls (not credits) to our transparent error reporting, reflects a meticulous user

centric design.

 Comprehensive Data Depth and Connectivity: Our data coverage is unparalleled, encompassing centralized and
decentralized spot, futures, and options exchanges. With extensive asset data, up-to-the-minute news, revealing social metrics,
and insightful on-chain metrics - all intricately linked by our instrument mapping, we provide a holistic view into the world of digital
assets, including DeFi. This comprehensive approach ensures users access an interconnected and comprehensive web of

information, vital for informed decision-making.

¢ Precision, Quality and Reliability at Its Core: Whether it's obtaining the latest reference price for a list of assets or venturing
into historical order book snapshots, our APl ensures impeccable accuracy.

* Unmatched Versatility: Transition seamlessly between different endpoints, each optimized for distinct needs, but all having

consistent design, data structures, and field naming as well as thoroughly documented response formats and error codes.

§:° CoinDesk
Sign in with Google

Sign in with Facebook

Password

Forgot password?
Login

Terms and Conditions

his site is protected

Back to Home
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"'msg": "Login page found",
"url": "https://example.com/login”,

"sso_list": ["Google", "GitHub"]
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http://asp-stg-develop eks-stg-use1.getaws.arubanetworks.co MEDIUM
//lms-stg- | -stg-use1 MEDIUM
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http://www.arubanetworks.com

http://mspshowcase.arubanetworks.com

http://mspshowcase arubanetworks com
http://aed.arubanetworks.com
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http://id.atlassian.com
http://id atlassian.com

http://id.atlassian.com

http://id.atlassian.com
http://id.atlassian.com
http://id.atlassian.com
http://start atlassian.com
http://start atlassian.com
http://start atlassian.com
http://start atlassian.com
http://start. atlassian.com
Nk lassian
http://start atlassian.com
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CSRF Risk

CSRF Risk

CSRF Risk

CSRF Risk

CSRF Risk

CSRF Risk

CSRF Risk

CSRF Risk

CSRF Risk

CSRF Risk

CSRF Risk

Potential PKCE Downgrade
CSRF Risk

CSRF Risk

Potential PKCE Downgrade
CSRF Risk

CSRF Risk

Potential PKCE Downgrade
PKCE Not Enforced

CSRF Risk

PKCE Not Enforced

PKCE Not Enforced

CSRF Risk

CSRF Risk

CSRF Risk

Potential PKCE Downgrade
PKCE Not Enforced

CSRF Risk

PKCE Not Enforced

PKCE Not Enforced

CSRF Risk

16,0007l12] MH|A AS

Nonce reused without cookies
Nonce reused without cookies
Missing state/nonce in request
Missing state/nonce in request
Missing state/nonce in request
Nonce reused without cookies
Nonce reused without cookies
Nonce reused without cookies
Identical redirects on nonce swap — potential CSRF
Identical redirects on nonce swap — potential CSRF
Identical redirects on nonce swap — potential CSRF

Potential PKCE downgrade vulnerability! Server accepts requests without PKCE.

Identical redirects on nonce swap — potential CSRF
Identical redirects on nonce swap — potential CSRF

Potential PKCE downgrade vulnerabilityl Server accepts requests without PKCE.

Nonce reused without cookies
Identical redirects on nonce swap — potential CSRF

Potential PKCE downgrade vulnerability! Server accepts requests without PKCE.

Server accepts OAuth request without PKCE parameters.
Identical redirects on nonce swap — potential CSRF
Server accepts OAuth request without PKCE parameters.
Server accepts OAuth request without PKCE parameters.
Identical redirects on nonce swap — potential CSRF
Identical redirects on nonce swap — potential CSRF
Identical redirects on nonce swap — potential CSRF

Potential PKCE downgrade vulnerabilityl Server accepts requests without PKCE.

Server accepts OAuth request without PKCE parameters.
Identical redirects on nonce swap — potential CSRF
Server accepts OAuth request without PKCE parameters.
Server accepts OAuth request without PKCE parameters.
Identical redirects on nonce swap — potential CSRF
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Access Token?2| aud 2|

"1ssued_to" : "16435018183-9a880@bertdalen8538/ge8f8mgsves/1.apps.googleusercontent.com”,
%%"audience":“16435618183-98888bertda@en85387ge8f8mgsves71.apps.googleusercontent.com”,

NANANAANANANN

‘user_1d" : "105753821512785749785",

"scope” : "https://www.googleapis.com/auth/userinfo.email https://www.googleapis.com/auth/userinfo.profil

‘expires_in":3560,

"email” : "whs.1imnya.ng@gmail.com”,

"verified_email" :true,

‘access_type": online

audience 2¢{&

— 0| EZ2| =4 TYX}
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